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Non-Traditional Authentication Factors

Beyond the three traditional authentication factors, some experts have articulated additional
“non-traditional” factors, including:

e Where you are: This factor involves assessing where a user is located based on
information provided by the user’s computer or mobile device." Location-based
information may be gleaned from Internet protocol (IP) addresses of computers or
mobile devices, or may be provided directly by GPS (i.e., global positioning system)
sensors contained in many mobile devices.?

e How you behave (or what you do): This factor—sometimes referred to as behavioral
biometrics—involves identifying and analyzing the patterns of behavior of users (e.g.,
how they log in, navigate the website, move the mouse, or engage in transactions), and
using these patterns to authenticate users in subsequent transactions.?

e Somebody you know: This factor involves having one or more third parties verify a user’s
identity (e.g., a financial or other institution).*

III

In a sense, these “non-traditional” factors may be viewed as extensions of the traditional
authentication factors discussed above. Behavioral patterns, for example, may be viewed as a
form of biometrics. A device that provides location-based information may be considered to be
something that a user “has.” Reliance on “somebody you know” may functionally mean
“outsourcing” authentication to a third party that is itself relying on traditional authentication
factors (as might be the case, for example, if a user is permitted to log on to a website using his
or her Facebook or Google credentials). The use of various “non-traditional” factors, while not
yet common, appears to be growing.

As concerns about security risks have grown, considerable attention has been paid to
authentication issues. Indeed, in recent years, new approaches to authentication have been—
and continue to be—tested, developed, and, in some cases, made commercially available. In
early 2015, for example, the National Institute of Standards and Technology (“NIST”)
announced a competition for grants for “online identity verification systems that help improve
the privacy, security and convenience of online transactions.””
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Innovative New Approaches to Authentication

Geographical boundaries: One approach to location-based authentication, now under development, would require a user to
select a place on Earth and to draw a boundary around it. The system would then create a password derived from the location
(e.g., its latitude, longitude, and altitude) and the size and shape of the boundary. The approach assumes that the location and
boundary would be relatively easy for a user to remember, but that the derived password would be difficult to crack.’

Behavioral biometrics: Some companies are seeking to develop “behavioral biometrics” software, which is based on the
assumption that a user’s behavioral patterns are predictable and sufficiently unique as to be used for authentication purposes.7
One software program analyzes a user’s typing patterns, including rhythm, speed, and length of a key press.8 Another
company’s software (reportedly used by a large foreign bank) analyzes how a user utilizes his or her mobile devices—including
how the screen is pinched, the angle at which a device is held, the pauses between letters while typing, and the
pressureexerted on the screen. The software flags user behavior that deviates from the expected behavior based on the user’s
previous interactions.’
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